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TRANSMITTAL SLIP 3/ 130
TO: D/OF
ROOM NO. BUILDING N
REMARKS: T

Ed:

Para. 5. of this memo
suggests that we "brief" DDO/IMS
and 0S/ISSG on the proposed use
of contractors to maintain GAS
and PAYROLL. The vpurpose of
the briefing, of course, will
be to obtain their concurrence
before we proceed.

\\\ Bruce Johnson
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ROQA NO. BUILDING EXTENSION
i FORM NO . 2 4 ] REPLACES FORM 36-8 (&)}

tFEB 55 WHICH MAY BE USED.
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MEMORAMDUN FOR: Director of Finance

THROUGH birector of Déta Processling /s/ BTJ
FROE 3 Deputy v rector for &ppiiaatianﬁ, onp
SUBIECT: Bppravel te Ure Contractors te Bupport Scoftvare

Malntencice for GAS and bl-¥eakly layroll Symtems

REPERYHCE Mewo re A fx 'NO, dte 2 Jen 77, Hubijr
Use of Cortractor Personnel by oOoT

4. The subject of centyacstling {o+ meintenance support of Off-
ice of Pinance softuarc tijilcations has been rafised in ragy MAP
meetings and 1t fs ay vt erstanding  trat your office agrees to
the vse of fully clasrel a0l Lriefer coatrect arsonnel toe work
with programs and files rhatr suspostrt your offilice, I am now agke-
fng for your writter z:,.rcwnl hatore vroteeding with such a plan,

2. During the past fsur —onths tepresontatives from the Off-
fee of Data Processing snc ths iftice of Lotistics heve developes
apd agreed upon the techrfical Jdetails of 2 rrofposal to centract
for programming suprort te waiptain  the Gereral Accounting (CAFR)
and Bil-weakly Peyroll (2iyg.oLl) Systess. 7This suppert 1s being
sought to &llow both  jras-er sepport to the {Offlice of Finence
computer projects and 3 iayv:r2)  i{ncreaza ip scftware develapment
capacity, and s conzfleged vital to dur contingsd sunpert to
the Office of Finance.

3. In the referenca! sxorandun, attached, the DOC exrressed
his concern over allowin. .ontractors to assist in the prograr—
ming ©f computer sySteus wiich contain hases of Azency personnel,
spacifically with raferconcs to the agw personrel (PEFSICN) sys-
tem. wWé sxpect to cempl, sith the DO0's reculrement by ensuring
proper segurity smanscenant of the csrtractors, incledine prohi-
biting thelr accees to o0 ano il réaes in all  files., while
they will not have ecvess ¢ neamnrs, ft is likely that the con-
tractors will becore larili.cr with ths lonie ane functional rani-
pulations in both CAT  an i FAYIOLL and, in tire could became
knowledyeakble about tle 1 pcyts med et ¢ Well 38 the fntexra-
tion and deintegration .rowviuris. We o  not beliove thie to bg
an unusual level of infuic. ffon For 3 Clearnd contractor to have
sccess to, and believe it ronplier ieh vhe Azency's "Negd-To-
Frnow" philosophy.

pgtes unclassified
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MEMORANDUM FOR: Deputy Director for Administration
THROUGH : Director of Personnel
FROM : William W. Wells
2 Deputy Director for Operations
SUBJECT : Use of Contractor Personnel by ODP
REFERENCE : A. Memo to DDA fm D/DP, dtd 20 Dec 76,

Same Subject

B. Memo to DDA fm D/0S, dtd 23 Nov 76, Subj:
- Potential Increase in the Security
Vulnerabilities of Agency Computer Operations

~1. The Directorate of Operations is strongly opposed to

the use of contractor personnel by ODP for application develop-
ment for PERSIGN II and other projects.

2. At a time when this directorate is proceeding with
programs to safeguard the operational security of its
personnel, it is not appropriate to permit a further erosion
of the integrity of our personnel data systems. through exposure
to outside personnel over whom we have questionable administrative
control. It is recognized that these contractors will be given
full background investigations and polygraph examination;
nevertheless, as pointed out by the Director of Security, such
dangers as lack of Agency loyalty, short-term affiliation, dual
management and lack of commitment to a high security environment
surely outweigh the problems of staff ceiling and time delay
raised by the Director of Data Processing in his memorandum.

T -

William W. Wells

cc: D/DP

D/Pers

D/Sec . |
orsg: onoycxsyvs» - s son 77 . 25X1A

Dist: Orig & 1 - addressce 1-CMS/MSR 2- DDO/Reg
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